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INFORMATION SECURITY

Application/Network Vulnerabilicies
and the Risk NManagerment
Process

By Steven Ursillo Jr, CPA/CITP CFE, CISA, MCSE, CIA

Steven J. Ursille Jr., CPA/CITP, CFE, CISA, MCSE, CIA, is a principal and director of
Information Technology and Assurance Services at Sparrow, Johnson & Ursillo, Inc., in
Providence, R.l. He specializes in information system security, privacy, control and risk
assessments, fraud detection, data extraction and analysis, and technology assurance
services. Ursillo chairs the Rhode Island Society of CPAs’ Technology Committee, and is
a board member and past president of the Rhode Island Chapter of Certified Fraud
Examiners.

Advancements in technology solutions continue to provide added efficiency for the most
complex and challenging obstacles. However, this forces technology professionals to adapt
to rapidly changing environments. Ensuring the confidentiality, integrity and availability of
data continues to be a significant concern, from the smallest businesses to the largest public
corporations. Every day, emerging security issues and vulnerabilities put some of the most
proactive security professionals and network administrators on guard. The nature and techni-
cal depth of some of the methods used to exploit systems and security vulnerabilities makes
understanding and communicating the risk a continuous challenge.

We know the Internet is still a popular area for attack. At the same time, Internet access and
externally hosted services, including a company’s Web, mail and FTP servers, force most
organizations to have some external presence on the Internet. This external presence
increases the risk of, and potential for, different types of external attacks.

The annual CSI/FBI Computer Crime and Security Survey’s results of security incidents and
attacks over a five-year period (1999 to 2003) indicate that more than half of the respon-
dents incurred an unauthorized use of computer systems within the last 12 months of the
years reported. In 2003 alone, 82 percent of respondents had attacks that originated from
independent hackers, 77 percent came from disgruntled employees, 79 percent originated
from the Internet and 30 percent were from internal systems.

These are some pretty powerful statistics that deeply affect the risk management process.
While many mid- to large-size organizations feel these statistics demonstrate a significant
threat, there are other businesses and groups that may respond differently. For example, a
common response for smaller organizations is to justify a significant reduction of risk
because they believe no one is targeting them. Part of that may be true; however, what
some organizations may underestimate is that there are many attackers who don't care
whom they attack. It is very common for attackers to scan large ranges of IP addresses for

Continued on page 2

MarcH/AprIL 2004
Vor. 13, No. 2




~and mclude all pages

: (21 All COpleﬁ must contain the AICPA ‘

Jams R. Monroe, CPA
L IdentlﬂlSK Las Vegas,

~ Sandi Smith, CP

o Consultant,

 Anne Stanton e :
The Norwmh Gmup, Norwu:h Vit
Scott H. Cytron, ABC
Editor, scytron@shbcglobal.net
If you wish to update your
member profile, please visit
www.aicpa.org/anon/login.asp.

For questions about your subscription
to InfoTech Update or other questions
about your IT Membership Section
benefits, please contact the AICPA
at infotech@aicpa.org or leave us a
voice mail message at 212-596-6211.

InfoTech UPDATE —WMarch/April 2004

Continued from page 1

open services and potentially vulnerable
system configurations. These attackers are
looking to identify externally accessible
hosts with particular ports and services
that are available for attack.

Are we Really a Target?

Here's a hypothetical, yet disturbingly real-
istic example. A malicious attacker quietly
takes control of an Internet Service
Provider's domain name server. The attack-
er is skilled enough to know that once the
system is compromised and full control is
available, all evidence of the intrusion will
be removed. The attacker implements a
backdoor or stealth way of re-entering the
system, unannounced to anyone. We will
call this system OWNED1. Not only has
this system been compromised, but this is
just the beginning.

The attacker is now confident that any
attack initiated from this system or the
next system in line will be difficult to
detect, so s(he) quietly accumulates all the
functionality need to perform attacks
against another host or range of hosts,
Next, the process is repeated to gain the
unauthorized functionality of another vul-
nerable system. We will call this system
OWNED2. This may be an organization's
vulnerable FTP server.

The attacker repeats the concealment
process by removing the access trail in the
logs, hiding the attacker’s working files and
setting another stealth backdoor for easy
access when needed. This process can be
repeated several times in order to make it
increasingly difficult for the attacker to be
identified. From OWNED2, s(he} sets up an
automated port or vulnerability scanner.
This scanner is designed to cover a range
of IP addresses looking for particular serv-
ices that have common vulnerability prob-
lems, or specifically for newly released
exploits that most administrators have not
yet managed to patch or update.

In the process of scanning several hundred
public IP addresses, the attacker happens
to identify ABC Retail Company's Web
server. Using a technique to request the

server’s banner in conjunction with some
other tactics, the attacker can identify the
make, version and patch level of the Web
server application, and it just so happens
s(he) is familiar with a buffer overflow
exploit for this version of ABC's Web serv-
er application. The exploit was publicized
two months ago. The attacker accesses
from any number of publicly available
sources or develops the appropriate code
to take advantage of the application and
then uses it against ABC's Web server to
gain some privileged access.

From the Eyes of ABC
Corporation

ABC Corporation is a $60 million retail
corporation with approximately 200
employees. The corporation’s Web site is
used for marketing and public relations
purposes, and does not incorporate any e-
commerce activity. The company manage-
ment does take security seriously and has
participated in several risk assessments
with its five-person internal technology
staff. ABC runs a state-of-the-art firewall
with all the latest security updates. They
also have restricted access directly
against the firewall,

The system administrators have performed
several external scans against their Web
server and firewall, and were pleased to
report to their manager that the only avail-
able access from the Internet was over
port 80 — the one needed for people to
browse the site. The manager also is
aware that the Web server does not con-
tain any confidential information on it. The
manager does not seem to believe there is
a tremendous amount of risk, short of a
Web site defacement or denial of service
attack. The feeling is that these types of
attacks would be embarrassing, but would
not seriously jeopardize the retail sale of
their very popular product lines. Besides, the
sensitive customer account and credit card
information is really on a separate database
server without a direct connection.

The latest point-of-sale upgrade consumed
the attention of ABC's IT manager, and as a
result, he overlooked a security article
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placed in his in-box. The article detailed
how buffer overflows are a very common
type of system vulnerability that can be tar-
geted to hundreds of types of applications,
and that a buffer overflow is the result of a
lack of programming bounds checking with-
in the program code.

For example, a particular string (sequence
of data) of information within an application
is not supposed to contain more that 128
bites of data. However, if a user enters
more than 128 bites, the excess information
forces an override from one area of the
computer’'s memory stack to an alternative
location. The result? If the information is
entered in a particular way, attackers can
inject and execute their own code running
at the privilege of the application exploited.
If the application is running with system
privileges (one step below administrative
privileges on Microsoft applications), or,
even worse, with administrator or root privi-
leges (powerful access privileges), then the
arbitrary code the attacker executes after
injecting it from the computer’s memory
stack will run and function at that same
privilege. The overall result would be an
attacker gaining full control over the system.

Now Back to the Attacker

The attacker executed a buffer overflow
exploit over port 80 — the same port need-
ed for external browsing of the Web site
and the only port allowed through the fire-
wall. S(he) has now taken control of ABC's
Web server, located on ABC's local area
network (LAN) as diagrammed in Figure 1.

ABC's management already addressed the
risk of the Web server being compromised.
The attacker can deface the site or even
shut down the Web server. That was con-
sidered somewhat tolerable, right?
Unfortunately, it can get much worse! The
attacker has fully compromised and con-
trolled the Web server, and this server is on
the corporation’s LAN. Once this occurs, the
attacker can perform "island hopping" or
attack one host at a time, similar to what
was performed with OWNED1 and
OWNED2 in order to hide the trail.
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The attacker can now capture network data
and traffic with a network sniffer, capture
user credentials, capture and map out host
information, and view critical configuration
settings. S(he) now has a clear line of
attack against any host located on ABC's
LAN, and the hosts on the LAN do not have
any firewall protection between them. After
attacking and compromising the database
server, the attacker parts with ABC's cus-
tomer database; including credit card infor-
mation; hides the entry trails on all systems
compromised by deleting access and activity
logs, and also hides used files. A back door
is set for periodic follow up and undetected
remote access back to ABC Company’s
LAN. This attacker may not have ever heard
of ABC Corporation, but only followed the
exploit. Let's just hope the attacker does not
decide to post the back door access creden-
tials on some underground hacking Web
site, chat server or newsgroup for all other
hackers to use as welll

An Ounce of Prevention

There are a few actions and controls that
could have prevented this attack from
occurring. Most buffer overflow exploits

that are released force vendors to respond
with an update or patch for the program or
application flaw. In many ways, this can
become a race to keep up. System adminis-
trators should follow best practice skills for
implementing any patch or program update,
which usually requires that the application
and system be tested before going live into
production.

Sometimes a lack of time or resources
allows this process to occur improperly,
which initiates added availability issues and
risk. However, if an exploit is publicized,
attackers may be aggressively trying to
identify those companies who have not yet
had the time to respond. If the attacker
beats the administrator to the punch and
sets a stealth backdoor after compromise,
the damage is already done. Even though
the system was updated and the vulnerability
is no longer present, the back door, most
likely, is still available. In the ABC Company
example, the administrators are balancing
the risk of a known system vulnerability
and the risk of applying any untested patches
that may affect the performance of their pro-
duction system. Ideally, timely testing and
implementation of the updates is the best
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solution, but this decision comes from the
managers and those who have an inti-
mate knowledge of ABC's systems and
infrastructure.

ABC's network architecture is another area
the company could have modified in order
to manage the risk of compromise. Had
ABC's Web server been placed on an isolated
network segment, otherwise known as a
demilitarized zone (DMZ), the risk would
have been reduced by containing the single
vulnerability to the Web server. The same
attack with a change in the network archi-
tecture is diagrammed on right in Figure 2.

In this figure, we see that once the attacker
gains control of the Web server and the rest
of the internal LAN is still protected by the
firewall. The attacker would have to initiate
an attack back through the firewall from the
Web server to try to get to the LAN.

A buffer overflow — one of the most com-
mon types of Internet-based attacks — is
just one of many types of system vulnerabil-
ities that can come about over time or as
new application flaws are discovered. Even
though statistics show that an organiza-
tion’s most significant risks comes from
insider abuse, it is clear that external
threats are something that should not be
underestimated. Proper risk assessment,
proactive security monitoring, assessments
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and assurance services should be used in
order for management to obtain a comfort
level that follows the organization’s security
policies and culture.

For more information on risks
associated with security vul-
nerability, plan to attend Steven
Ursillo Jr.’s session on this

INFOTECH UPDATE PROFILE

News at 11: Michelle Samuels Channels Fulfilling
Career at Broadcast Giant TBS

By Tim Elsner

As a self-described "business
and industry gal," Michelle
Samuels, CPA/CITP CQM,
prefers the type of account-
ing work she calls "in the
action" — or in the details,
creating a company'’s finan-
cial statements while serving
as an integral part of its deci-
sion making process.

Ten-plus years after joining Atlanta-based Turner Broadcasting
System, Inc. (TBS), one might say that as director of Financial
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Michelle Samuels

topic at Tech 2004, May 3-5
at the Venetian Resort &
Casino in Las Vegas. Visit
www.cpatechconf.com for
registration and an online
brochure.

Contact Steven Ursillo Jr. at
sursillojr@sju.com.

Compliance, Samuels is certainly in the action — and more. After
all, this is the 8,000-employee, multifaceted company whose cor-
nerstone property revolutionized broadcast news coverage with its
groundbreaking 24-hour news channel, CNN. And that’s just one
network (albeit a key one) in the news division. Today, TBS
includes, among other businesses, numerous entertainment net-
works (TBS, TNT, Cartoon Network), the Atlanta Braves, many
Internet sites (cnn.com, nascar.com, pga.com), other professional
sports interests and even real estate.

These holdings add up to Samuels’ appreciation and exposure to a

variety of businesses within a business, as well as many aspects of
information technology (IT) and accounting.
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